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SCREENING SERVICES
RELEASE OF INFORMATION PROCEDURE 

1.  Introduction
This document should be read in conjunction with the Velindre NHS Trust Procedure ‘Handling Requests for Information’ (Black 103).
Velindre NHS Trust | B103 - Trust Procedure for Handling Requests for Information
1.1  Screening Services holds detailed information about all aspects of the screening programmes for which it is currently responsible.  Currently the programmes are:

· Ante Natal Screening Wales

· Bowel Screening Wales

· Breast Test Wales

· Cervical Screening Wales

· NewBorn Hearing Screening Wales

 1.2  The type of information held will include:

· Policies, procedures and guidelines

· Corporate information

· Personal identifiable details of those participating in, and eligible for, screening

· Personal identifiable details of those diagnosed symptomatically without the programme for evaluation purposes

· Personal identifiable details of staff and clinicians participating within and without the programmes
1.3  The management of requests for data must ensure that current legislation and regulations governing personal identifiable data, confidentiality and information held by Public Authorities are followed, while making the data available to the requester where appropriate.
1.4  Black 103 provides advice on dealing with Freedom of Information, Environmental Information and Subject Access Requests under the Data Protection Act 1998.

2.  Scope

2.1  While most requests will be dealt with by staff in the normal course of business, this procedure, in conjunction with Black 103, gives guidance on recognising and dealing with those information requests which staff members feel to be outside their competency or which they feel definitely fall under the legislation listed in 1.4.  For instance:

· Requests for information including personal identifiers – either clients, clinicians or staff

· Freedom of Information Requests

· Environmental Information Requests

· Data Protection Act 1998 Subject Access Requests

2.2  There is no reason, however, why this form cannot be used to clarify and refine normal course of business information requests. 

2.3  The Freedom of Information Act 2000 (FOIA) encourages the release of information held by Public Authorities to whoever may ask for it, although the request must be in writing, including email.  The reason or motive for the request must not be asked although there is a duty to advise and assist the requester, and the form can be very helpful in clarifying the request.
2.4.  The FOI Act recognises that in some cases there may be circumstances where the information should be withheld and these are itemised and explained in the Act’s Exemptions to Release.
2.5  This procedure applies to any member of staff who receives a request for information that they feel falls outside their competency or normal duties of providing service information.

3.  Roles and Responsibilities
3.1  Black 103 defines roles and responsibilities in Section 3 but Screening Services’ staff should be aware that:
3.2  Screening Services’ Caldicott Guardian:

Dr Cerilan Rogers, Director, Public Health Service is Screening Services’ Guardian.  The Caldicott Guardian is responsible for patient/client confidentiality and information issues.  Where patient/client information is to be released, whether identifiable or not, the Guardian should be consulted and informed.  

3.3  Director of Screening Services:  
The Director is Screening Services’ nominated delegate for our Caldicott Guardian and is the Data Custodian for all of Screening Services’ personal identifiable information.  The Director, or their nominated designate, must sign the appropriate release form (Appendices 1 & 2) before any information may be released.  The Director or their delegate will inform and liaise with the Caldicott Guardian as necessary.
3.4  Information Governance Manager (IGM):

The IGM is responsible for providing advice and assistance, determining whether a request may fall under legislation described above, and, if so,  ensuring that Screening Services meets any obligations stipulated by the Acts.  The IGM will also assist in searching for and collating the information required and will log the request on the Trust database (Datix).
3.5  Members of staff including Managers:

Where a member of staff receives a request which they would not normally deal with as part of service delivery, they should in the first instance refer it to their Line Manager or, if their Manager is unavailable, to the IGM.  Managers must be aware that Freedom of Information, Environmental Information Regulation and Subject Access Request have time restraints for answering and all such requests must be referred to the IGM in the first instance.
4.  Information Requests

4.1  This section will help determine if the request should be referred and/or a form completed.
Requests that should be referred:

· Request for personal identifiable information 

· Request for information held about the requester

· Request which may breach confidentiality (client, staff or business)
· Mention of the Freedom of Information Act/Environmental Information Regulations
· Requests for information about aspects of screening that are not routinely reported, published or considered a routine enquiry

4.2  Definition of Personal or Identifiable Data
Any one of the following constitutes identifiable data (Data Protection Act 1998) either alone or in combination and release must follow this procedure.

Name

Address

Full postcode or OS grid reference

Date of birth

Date of death

Breast screening number 
Bowel screening number
Hospital unit number / case record number

Patient Administration System (PAS) or Patient Management System (PMS) number

Name/code of hospital consultant

Name/code of general practitioner

NHS number or other unique identifying number or code

4.3  Clinician Data. Data which identifies which clinician or clinicians, GPs, or nurses were involved in the management of medical cases is also deemed personal data.

4.4  Note that data for dead people is still confidential except for death certificate information.

4.5  Small Area/number Data

Small data sets may allow identification of individuals even if none of the above list of items are included. The advice of UKACR is that the minimum cell size (e.g. age/sex groups) in the denominator should not be less than 1000. If it is, the dataset is deemed identifiable.  Thus a dataset of cancer cases among women aged 50 to 64 in a GP practice of less than 1000 women aged 50 to 64 would be deemed to be identifiable.

4.6 ONS have also issued guidance on the release of small area data which can be found here:

http://www.statistics.gov.uk/about/Consultations/disclosure.asp
4.7  Non-identifiable data 
Non-identifiable data can normally be released at any time at the discretion of the Data Custodian to bona fide users but see 4.5. 

5.  Requesters
Requests come from a number of groups.  Note that under FOI the receiver of the request must be ‘applicant blind’, but that there are exemptions which may apply to the information requested.
5.1  Request for own data.  
Individuals have a right to copies of information held about themselves on computer systems and in manual systems. The data must be provided but a small charge may be made.  This is known as a Subject Access Request  under the Data Protection Act 1998.  All such requests must be referred to the IGM for advice, assistance and logging on to the Datix database.
5.2  Clinicians.

 Medically qualified people are normally granted full access to records of patients they are treating or currently managing. GPs are given access to the data about service users in their own practices. 
There may also be requests for data for clinical audit. These audits are the responsibility of the clinician and data should be available locally for collection and analysis.  For colposcopists, the Canisc Colposcopy Module has reporting wizards to enable audit.  
5.3  Other National Screening Services Programmes.
Individual information about screening and screening history is transferred between NHS Screening Programmes, Local Health Boards and Health Authorities throughout the UK as part of service provision. Any lists or statistics outside this normal activity require a specific request and approval.

5.4  NBHSW and NewBorn Hearing Screening Programme in England have a Memorandum of Understanding concerning information sharing.

5.5  Genetics services.  
Medical and other researchers may request data for genetics counselling and genetics research queries.  Queries will normally only be fulfilled from NHS genetics services or ethically approved research projects, and, where evidence is provided that living patients or service users who are the subject of the request have given written consent for their information to be accessed.

5.6  Students. 
These may be students undertaking a recognised course including medical students, university, college and school students, or, a professional carrying out research, e.g. evaluating a trial or carrying out epidemiological research for a Health Authority/Local Health Board.  Students, other than medical students under direct supervision by Screening Services clinicians, are not normally provided with any data by Screening Services for audit or research.

5.7  Students may request general information about Screening Services which is not routinely published or reported on.  If a manager does not feel comfortable in providing this information it should be dealt with as a Freedom of Information Request and referred to the IGM.  However most requests can be answered by referring students to the website.
5.8  NHS and government bodies.  
Requests from the Wales Assembly Government  (WAG), Parliament and such national groups as the NHS Cancer Screening Programmes (NHSCSP), the Cancer Screening Evaluation Group (CSEU) and Office for National Statistics (ONS) are treated as part of service provision and management and do not require individual requests unless individual identifiable data is required. Standard reports are listed in the Information Team’s Report Tracking Database. 

5.9  The press/media.
All enquiries from the media should be referred to the Director, or, in their absence, to the relevant Screening Service Programme Lead.  If necessary the Trust Communications Lead should also be informed so that they can provide advice.
Guidance is provided in the BTW Quality manual (6.51)  and by the Trust Communications Strategy (Black 05):

BTW QM
Velindre NHS Trust | B005 - Communication Strategy
5.10 Recipients of enquiries from the media must be aware that the request may fall under Freedom of Information legislation and must be referred to the IGM for Screening Services for advice, assistance and logging.
5.11 The public.  
Under Freedom of Information legislation Screening Services has a duty to help and assist members of the public to find the information being requested.  If the request cannot be answered in the normal course of business or by referring the requester to the website the request must be referred in the first instance to the IGM  for Screening Services for advice, assistance and logging.

5.12 Data Sharing Agreements between Trusts, BSCs, LHBs and WCISU.
There are signed Data Sharing (Caldicott) Agreements stipulating precise data flows between Screening Services and all Wales Trusts and the 3 border Trusts, Hereford Hospitals NHS Trust, Royal Shrewsbury NHS Trust and Countess of Chester NHS Trust.  There is also a signed agreement between Screening Services and the Welsh Cancer Intelligence and Surveillance Unit (WCISU), a division in Velindre NHS Trust.  These agreements mandate routine dataflows between Screening Services and the individual organisation.  All non-routine requests should be referred to the Director or the Screening Service Programme Lead in the Director’s absence.  
6.  PROCEDURE FOR RELEASE OF DATA
6.1  Receipt of a request for information
Requests will be received in a variety of formats:

· By phone

· By email

· Via the webpage

· By letter

· As part of a complaint

· Verbally

· As part of a written comment

Most requests are routine and will be dealt with in the normal course of business.  Please use these guidelines and the Form to assist you in clarifying the request even if it is a routine one.
6.2  Dealing with non-routine requests
Non- routine requests must be referred.  They will fall into three categories:

1. Patient/client information request – anonymised, semi-anonymised, identifiable
2. Subject Access Request – data held about the requester
3. Non-routine request about Screening Services’ processes

There may be confidentiality issues associated with any of these.
6.3  All requests for specific information are to be made in writing. This will help to clarify the information required.  If the request is received verbally and/or the requester is not willing or able to provide a written request, then the staff member receiving the request should note what is wanted and confirm this with the requester.  Email or via the webform is a written request.
6.4 The Request for Information Form (Appendix 1) is provided to facilitate this and to provide a means of recording approval by the Director or their nominated delegate.

7.  Patient/Client Information

7.1  Release of patient/client information, whether anonymised, semi-anonymised or identifiable must be referred in the first instance to the Director or to their delegate, who will inform and liaise with the Caldicott Guardian, if appropriate.  The Request for Information Form (Appendix 2) must be completed either by the requester or by a member of staff on behalf of the requester.
7.2  Screening Services is not primarily an information service for these types of data requests and there may be delays in providing data. Whilst every effort will be made to provide data in a timely manner, it may not be possible to meet deadlines. Any such deadline should be noted on the request form

7.3 Internal requests within Screening Services do not require a request form for the following staff groups (though you may find it helpful to fill out the form to clarify and refine the request). 


Clinicians, nurses, members of All Wales Management Group, members of Local Management Groups, members of the Information Team including the programmer(s) and statistician(s), Screening Promotion Officers
with the exception of audits of cases of more than one clinician, by clinician.

7.4  Medical students working under the supervision of current Screening Services’ clinicians are required to fill in the standard form, sign it and have it countersigned by their supervisor. 

7.5  Other students are not normally provided with any data for academic projects.  
7.6  Medical audit studies initiated by Screening Services, whether internal to Screening Services or externally requested or commissioned, may not require Ethics Committee approval but do require the standard request form. Studies which involve any contact with patients for  research purposes will require a scientifically sound Research Protocol and Ethics Approval from the relevant MREC or LREC(s) before data is released.

Any study that requires MREC / LREC approval must be first registered with, reviewed and approved by the Velindre Trust Research and Development Group. If unsure whether the study requires this approval, either contact the Screening Services R&D representative or the Trust R&D office. Further guidance is also available on the Velindre website:

Velindre NHS Trust | Introduction to the Research & Development Office
Any such request for information for a research study will be logged on the Trust R&D database. 

7.7  If patient identifiable data, small area information or sensitive data is required, written permission from clinicians and, where appropriate, local Ethics Committees, will be required.  If consent from study subjects is not being obtained the Study will require The Ethics and Confidentiality Committee Section 251 support of the NHS Act 2006 (formerly PIAG Section 60 support).  The website for ECC is:

The Ethics and Confidentiality Committee — NIGB - The National Information Governance Board
8.  Subject Access Request (SAR)
8.1  This will be a request from a person for all information, whether paper or electronic, that Screening Services may hold on them.  This must be referred to the Director and to the Information Governance Manager as there are time constraints for answering and the Trust provides facilities for logging these requests (Datix database).  There may also be confidentiality issues where other individuals and/or sensitive information is included in the records.
8.2  A request from a person for all information held by Screening Services on a named third person is not a Subject Access Request but must be referred as above as the Data Protection Act 1998 will apply.

9.  Non-routine information request about Screening Services

9.1  This may be a request under the Freedom of Information Act 2000 and must be referred to the Director and/or the programme Lead and to the Information Governance Manager in the first instance .  If you are not sure, the IGM will provide advice and assistance.

9.2  There are time constraints in answering FOI Requests and Data Protection Act Subject Access Requests therefore do not delay in seeking advice.

10.  Return of data to requester
10.1  Data can be provided in either paper or electronic format.

10.2  By Post, Hand or Internal Mail: Data whether in paper or electronic format must be transported securely; addressed to a specific named individual, double wrapped and the inner wrapping marked ‘confidential’. 
10.3  Electronic transfers: Data on portable media such as memory sticks, CDs, DVDs etc. will have the data encrypted and passworded, with any password provided separately and securely, and the media packaged and transported securely addressed to a specific named individual, double wrapped and the inner wrapping marked ‘confidential’.
10.4  Electronic transfer by email will only be carried out with the data encrypted and passworded and preferably over eSMTP which ensures delivery. Where this is not available, extra effort will be made to ensure security and notice of delivery.

10.5  The Screening Helpdesk can provide advice and assistance for the secure, encrypted transfer of data on electronic media.

11.  Recording Requests which are not SAR or FOI  

11.1  Completed requests should be entered into the Requests for Information Database.  Paper copies of each request submitted should be filed in the Query Log held by the Information Team.
12.  Destruction of Personal Identifiable Data
12.1  Personal identifiable data is sometimes provided. It is necessary to ensure that such data is returned or destroyed after use. The following procedure is to be followed:

1. A member of the Information Team will review the Query Log held by the Information Team every six months.

2. All queries will be listed where personal identifiable data was provided and no record of return or destruction has been received.

3. All data holders on the list will be written with the form for confirming return or destruction, as included in the Release of Information Policy.

4. Steps 1 to 3 to be repeated until every case is resolved.

If a case is not resolved within one year (two reviews), the case is to be referred to the Head of Information for further action.

Note that if personal identifiable information has been used for research or to produce a paper the data must be retained for at least 10 years.

13.  PUBLICATION
If the information is used in any publication or official document, Screening Services must be acknowledged as the source of the information.

Unless Screening Services has participated in the preparation of the finished report, it must state that the responsibility for the interpretation of the information we supplied is the author’s alone. If a member of Screening Services staff has had a major input in the analysis of the supplied information, that person should be listed as a co-author in any publication.

Advance notice of any findings based on Screening Services’ data must be given prior to any publication.

If a member of Screening Services staff has taken an active part in the design, analysis or interpretation of Screening Services information, that person should be listed as a co-author in any publication.

Permission in writing is required to publish Screening Services information at any time after the original study, whether or not it was originally planned to publish the information, and, for each new publication arising from one release of Screening Services information.

 APPENDIX 1
	REQUEST FOR RETRIEVAL OF INFORMATION FROM

SCREENING SERVICES DATABASES

	SECTION 1: ABOUT THE REQUEST (Please attach any relevant documents)

	Name:

Organisation:


	Date:



	Address:
	Telephone:



	
	Email:



	
	

	Position:

	Service:

                 BTW [image: image2.wmf]                  CSW  [image: image3.wmf]            NBHSW    [image: image4.wmf]            BSW  [image: image5.wmf]             ASW  [image: image6.wmf]

	Description of information requested:



	Data Protection: Are patient identifiers expected in response to request?  

Yes  [image: image7.wmf]                 No [image: image8.wmf]                           If Yes please fill in Section 2

	Purpose of request/nature of study – please attach detailed outlineprotocol (about 1 page):



	Last Useful Date: (Date by which data is required)

	Where results will be published (if any):



	Signature     





Date



	SECTION 2: PERSONALLY IDENTIFIABLE INFORMATION REQUESTED

	Do you have/Did you have clinical responsibility for the people about whom information is 

requested?     Yes  [image: image9.wmf]   No [image: image10.wmf]

	If NO, please have the responsible Medically Qualified person sign below .

	Is Ethical Committee approval required?      Yes  
[image: image11]   No [image: image12.wmf]
If YES, please attach evidence of approval. (See separate form for Genetics Counselling requests.)

	Does ECC Section 251 support apply?           Yes  [image: image13.wmf]   No [image: image14.wmf]
If YES, please give reference number supplied by ECC.


	Data valid for:

PLEASE ENSURE THAT SECTIONS 1 AND 2 ARE COMPLETED OR YOUR REQUEST MAY NOT BE FULFILLED.

	DECLARATION:

I understand that, in accordance with the Data Protection Act 1998, patient identifiable data are only released providing:

(a) the data are only used for the purpose for which they were supplied.

(b) the data are not passed on to any other persons.

(c) the data are kept secure at all times.

(d) any results of my work which are disclosed shall not be able to identify an individual.

(e) the data will be kept no longer than is necessary for the stated purpose and then shall be destroyed by shredding or burning, by …………………(date).

(f) that if I become aware of any loss or misuse of the data, I will immediately inform the Director of Screening Services.

(g) that if I am succeeded in my post with the research project, my successor will require to complete a fresh declaration of confidentiality before receiving any further data.



	SIGNED:


	DATE:

	NAME:

	TITLE:

	IF ABOVE IS NOT MEDICALLY QUALIFIED, PLEASE OBTAIN FURTHER SIGNATURE FROM MEDICALLY QUALIFIED COLLEAGUE AND COMPLETE BELOW.

	SIGNED:

	NAME IN BLOCK CAPITALS:

	STATUS:




	SECTION 3: TO BE COMPLETED BY DATA
	CUSTODIAN

	Caldicott Guardian informed?          Yes   [image: image15.wmf]    
	No    [image: image16.wmf]              N/A   [image: image17.wmf]

	Signature approving request:
	Date:

	TO BE COMPLETED BY INFORMATION OFFICER
	Request No:

	Query Performed by:
	Date:

	Query Checked by:
	Date:

	Description of retrieval method:



	Copy of query program attached (tick): 
[image: image18]
	File location:.

	Copy of results attached (tick) [image: image19.wmf]                                    Receipt form received:   

	Date results of study received:    

	Copy of publication/study received Yes  [image: image20.wmf]   No [image: image21.wmf]    Date received: 


Notes for Requesters:

Service:  


ASW – Antenatal Screening Wales



BSW – Bowel Screening Wales



BTW – Breast Test Wales



CSW – Cervical Screening Wales



NBHSW – NewBorn Hearing Screening Wales

Breast Test Wales:

BTW Divisions: All Wales or one or more of the BTW divisions: South-East, West, North.

Years required. Breast cancer screening began in Feb 1989 in South-East, 1991/92 in North and West. Data is provided in screening years, 1 April to 31 March. Data is not available for the current screening year until 1 October following the 31 March of the screening year. For example, data for 2002/03 will be available from 1 October 2003. Women were invited up to age 70 from March 2006.
Screening groups. The groups are invited women, normally aged 50-70, self-referrals (aged 50-70 and 71+), early recall cases, trial cases (Frequency in South-East, Age Trial <50 in West). BTW manages screening of Family History Screening for moderate and high risk women from 35 years old.  

Please indicate which group(s) are required.

Age groups. Age groups are normally banded <50, 50-54, 55-59, 60-64, 65-69 or 65-70, 71 and over.
Cancer types, biopsy and treatment types. Please indicate clearly special groups and their definitions. Other selections can be made but may take more time to extract. Please contact Head of Information or the Information Analyst if you have special requirements.

Cervical Screening Wales (CSW):

CSW Divisions:  All Wales, Bro Taf, Dyfed Powys, Gwent, Morgannwg, North Wales
Years required. Electronic screening records are available from about 1994. Cervical Screening Wales took over responsibility for the screening programme on 1st April 1999.

Screening group. The data covers women normally aged 20-64. 
Age groups. Age groups are normally banded 20-24, 25-29, 30-34, 35-39, 40-44, 45-49, 50-54, 55-59, 60-64.

Please indicate clearly special groups and their definitions. Other selections can be made but may take more time to extract. Please contact the Head of Information or Information Analyst if you have special requirements.

New Born Hearing Screening Wales (NBHSW):

NBHSW Divisions:  All Wales, South East Wales, Mid and West Wales, North Wales
Years required. Some electronic screening records are available from April 2003 as the programme was rolled out across Wales. All Wales electronic screening records are available from November 2004. 

Screening group. The data covers babies from their date of birth until age 5. 

Please indicate clearly special groups and their definitions. Other selections can be made but may take more time to extract. Please contact the Head of Information or Information Analyst if you have special requirements.

Bowel Screening Wales (BSW):
BSW is centrally managed from Central Administration Department and Laboratory at Llantrisant.
Years required:  BSW has a dedicated electronic system, Bowel Screening Informoration Management System.  Phase 1, managing the invites and test results, was implemented 27th October 2008.  

Screening Group:  60-69 year olds are in the first phase.  Eventually the programme will invite 50-74 year olds.

Antenatal Screening Wales (ASW):

ASW works with the service to standardise procedures.  It is not a population screening programme. 
Description of information requested:

List what data you require.   Attach a separate sheet if necessary.
Data Protection:

Personally identifiable data. Any one of the following is considered a personal identifier. In addition, data sets where the denominator is less than 1000 cases, or, sensitive data such as local rates of cancers, is considered identifiable or restricted.

Name

Address

Full postcode or OS grid reference

Date of birth

Date of death

Breast screening number

Hospital unit number / case record number

PAS number

Name/code of hospital consultant

Name/code of general practitioner

NHS number or other unique identifying number or code

Note that information about dead people remains confidential except for death certificate information.

If you require identifiable data, you must be either a medically qualified person or have the supervision of a medically qualified person who will act as data custodian during your study. Please complete the ‘Request for Release of Patient Identifiable Data’ form attached.

Purpose of request/nature of study:

Summarise briefly why you need the information.  You may attach supporting documentation such as a proposal.  State whether it is for audit, research etc and whether you wish to publish the results.

Last Useful Date: (Date by which data is required). Screening Services Information Team tries to provide data promptly but complex queries may take some time and pressure of other work may delay some requests.

Where results will be published (if any):
Note that written permission is always required to publish Screening Services’ data. Refer to the Publication Policy for details.

 APPENDIX 2
Screening Services Data Receipt Form

To be returned immediately on receipt of data 

To :

Dr. Diane Brook, 

Head of Information,

Screening Services, 

18 Cathedral Road, 

Cardiff CF11 9LJ.

From:

Name...................................................................

Address...............................................................

              ................................................................

              ...............................................................

              ...............................................................

Study/Research Project:.........................................................................

I acknowledge receipt of ____ records of personal identifiable data, provided by Screening Services in response to my request. 

I confirm that any confidential data will be held securely and destroyed as confidential waste or erased securely when my research is completed.

Signed.................................................................

Date.......................

Name:.................................................................
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